Freedom at the Checkpoint
By Sue Rose-Padalino (a/k/a Sue Rose)

Freedom is often described in dramatic terms—free speech, free elections, freedom from
tyranny. But in daily life, freedom is quieter. It is the ability to move through the world
without being treated as a suspect by default. It is the comfort of knowing that ordinary
participation—banking, travel, shopping, communication—does not require continuous
proof of legitimacy.

That assumption is slowly changing.

Across the United States, access to everyday systems is increasingly conditioned on
identity verification that goes beyond what was once necessary. When a login fails, a code
does not arrive, or a system glitches, the solution is often not patience or human review,
but escalation: scan your face, provide a fingerprint, submit a biometric identifier that
cannot be changed if compromised. What is framed as convenience quietly becomes a
requirement.

The irony is that the technologies marketed as “frictionless” security often impose the
greatest friction on people who have done nothing wrong. The system remains intact. The
individual is locked out.

This shift matters not because technology is advancing—advancement is expected—but
because itis redefining the terms of participation. In an identity-first society, access
precedes trust rather than following it. People must prove themselves repeatedly to
systems that rarely explain what is being collected, how long it is kept, or what alternatives
exist if they decline.

A free society has always balanced security with liberty. The question is not whether
safeguards are necessary, but whether they are proportional, transparent, and voluntary in
any meaningful sense.

Consider communications surveillance. Laws designed for foreign intelligence gathering
have enabled large-scale collection of communications that inevitably includes
Americans’ emails and messages. Their breadth has raised concerns about warrantless
access and the chilling effect that comes from knowing private communications may be
searchable after the fact. People speak differently when they believe they are being
recorded—not because they are guilty, but because they are human.
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Retail surveillance offers a more tangible example. In recent federal enforcement actions,
facial recognition systems used in stores were found to produce false matches that led to
customers being confronted and subjected to humiliation and other harms. When
biometric judgment enters ordinary errands, errors fall on the public, not the institutions
deploying the systems.

Even home security has begun to blur into neighborhood surveillance. Consumer devices
that promise peace of mind now include facial recognition features that scan everyone who
enters a camera’s view, including delivery workers and passersby who never consented to
be identified. To recognize a few familiar faces, the system must first analyze them all.

None of these examples require conspiracy to be troubling. They are the predictable
outcome of systems designed for efficiency rather than restraint. Automation rewards
scale, not discretion. Biometrics are attractive because they are fast and persistent—but
those same qualities make them uniquely sensitive. Unlike passwords, they cannot be
replaced.

What is being normalized is not surveillance in the dramatic sense, but verification as a
condition of participation. Over time, this changes behavior. People avoid friction. They
comply rather than question. They accept terms they do not have time to read. The resultis
not a loss of freedom in a single moment, but a gradual narrowing of what feels safe, easy,
and permitted.

The answer is not to reject technology, nor to pretend fraud and security risks do not exist.
The answer is to insist on standards that reflect democratic values. A free society should
require real alternatives to biometric identification, not broken pathways that funnel people
toward permanent identifiers. It should demand plain-language consent that explains
purpose, retention, and deletion in terms people can understand. And it should preserve a
human path back in when automated systems fail—because they always do.

The deepestirony is this: the more we try to make identity frictionless, the more friction we
impose on the innocent, until freedom itself begins to feel like a series of checkpoints. A
society confident in its strength does not need to scan its people into submission. It sets
boundaries, demands proportionality, and protects the quiet right to live unrecorded.
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